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Overview

Adaptive psychological profiling and non-verbal behavior

Silent Talker - Automated Deception Detection

Case Study: Intelligent Border Control in the European Union

Case Study: Profiling comprehension
* Measuring Comprehension of Individuals During a Mock
Medical Informed Consent Trial Using FATHOM
* Hendrix —a near real time conversational intelligent tutoring
system adaptive to comprehension

Ethical considerations ... and the General Data Protection
Register
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Psychological Profiling with
Artificial intelligence

Coinputing, Mathematics
and Digital Technology



Manchester Metropolitan
University

What is Physiological Profiling ?

* The detailed and intricate analyses of
the non-verbal behaviour of a
person, often in an interview situation
to detect their mental state

* Non-verbal messages are continuous
and are, at least in part, involuntary
and unintended.

* Complex - requiring simultaneous
conjecture of many non-verbal
signals.

Computing, Mathematics
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Nonverbal Behaviour

Measure of a mental, behavioural and/or physical state

* (e.g. stress, deception, tiredness).
Gestures - ambiguous/controllable
Expressions (normal, micro, squelched)

* ambiguous/controllable (especially normal expressions,

research focus is on extreme expressions)

Microgestures - less likely to be controlled, large number,
complex
Overall behaviour is MULTICHANNEL

e faking unlikely due to lack of congruence

Source: Designed by Rawpixel.com - Freepik.com

Computing, Mathematics - - A "
and Digital Technology v Q %


a href="https:/www.freepik.com/free-photo/man-stroking-his-beard-thouhhtfully_916482.htm">Designed by Kues</a
a href="https:/www.freepik.com/free-photo/man-stroking-his-beard-thouhhtfully_916482.htm">Designed by Kues</a
a href="https:/www.freepik.com/free-photo/smiling-young-man-holding-fresh-water-fish-with-lure_2698467.htm">Designed by Freepik</a
a href="https:/www.freepik.com/free-photo/smiling-young-man-holding-fresh-water-fish-with-lure_2698467.htm">Designed by Freepik</a
a href="https:/www.freepik.com/free-photo/two-different-ethnic-men-s-eyes-closeup_2892740.htm">Designed by Rawpixel.com</a
a href="https:/www.freepik.com/free-photo/two-different-ethnic-men-s-eyes-closeup_2892740.htm">Designed by Rawpixel.com</a

Manchester Metropolitan
University

The Science of Lying

* “On any given day we're lied to from 10 to 200 times” - Pamela
Meyer, author of Lie spotting

* 6 Ways to Detect a Liar in Just Seconds — Psychology Today
* The act of deceiving changes behaviour

* Exposing Liars through Science

Computing, Mathematics = 3 -
d Dlgl °l g! Source:The Lying Game: The Crimes That Fooled Britain — Shine, ITV,EOl4
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Detecting Deception

Polygraph

Voice Stress Analysis

Human Based Detection

Automated Deception Detection

Computing, Mathematics
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Automated Lie Detection : Silent Talker

e Extraction and Analysis of Multi-channels of Non-verbal Behaviour using Cl Classifiers

* Nonverbal Behaviour - All the signs and signals - visual, audio, tactile and chemical
(93%) used by human beings to express themselves apart from speech and manual sign
language (7%)

* Multi-channels — A large number of fine-grained nonverbal gestures are monitored to
make the classification

* ST patent covers a wide range of Cl and statistical techniques, but heavy use is made of

Artificial Neural Networks (8andar, J., McLean, D., O'Shea, J. and Rothwell, J. ANALYSIS OF THE BEHAVIOUR OF A SUBJECT
W002087443).
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Silent Talker Architecture

OBJECT

; LOCATORS

\ 4

PATTERN
DETECTORS

|

Computing, Mathematics
and Digital Technology

|

A 4

CHANNEL
CODER

A 4

GROUPED -

CHANNEL
CODERS
(e.g. 3 sec)

CLASSIFIERS

[
»

10



Manchester Metropolitan . -

OBJECT PATTERN
C CODERS
(eg 3 sec

Uni.verSitF { LOCATORS DETECTORS CODER

Multichannels

Al Al
CLASSIFIERS CLASSIFIERS CLASSIFIERS

* The total nonverbal behaviour is multichannel (e.g. 1 — 3 seconds gives channel data)

* Each channel monitors a specific microgesture (representing a single aspect of the
overall behaviour exhibited by the subject)
* e.g. a small head movement, pupil contraction, mouth corner twitch or one

eyebrow raised momentarily

* Channel processing requires a combination of Cl and image processing techniques
* Location of the interviewee
* Location of the features being measured

* Detection of the status of the features

Computing, Mathematics
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Typically the final classifier is a type of artificial neural network
trained by supervised learning

This requires creation of training / validation / testing data......

This requires careful experimental design to eliminate
confounding factors etc.

Is a generic deception detector possible? We believe so, based
on psychological / philosophical work by John Searle on
beliefs, desires and intentions.

Computing, Mathematics
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How does Silent Talker work?
* Not objectively - ST is a collection of black box technologies.
* Underlying conceptual model that certain factors influence NVB during deception
* Stress (measured by other lie detectors)
* Cognitive load (George A. Miller - Magical Number 7 +/- 2)
* Behaviour Control — Steven Lawrence Suspects f‘f,"' .

* http://youtu.be/XvZuX9hqg-Is 3-4,6,9 minutes

THE LYING GAME:

Crimes That Fooled Brita

* Arousal (Guilty Knowledge*, Duping Delight)

* Can you train people to reproduce ST’s capabilities?

* No — we replaced our final classifier with a trained decision tree, thousands of
decision nodes beyond the capability of a human mind to learn and apply

Computing, Mathematics
and Digital Technology 13
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Silent Talker Demonstration
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and Digital Technology Silent Talker in operation, (42m 20s)
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Original Silent Talker Results
Comparison

* Humans do no better than chance, but
individuals may do better in a specialised field
over a limited time.

100
920

opinion you take - 0 to 100% quoted

« Silent Talker: non invasive, many channels,
cheap, unbiased...........

Computing, Mathematics
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Deception Detection Comparison

80
* Manual Frame-by-Frame, manual processing 70
of video taped interviews. Subjective *0
judgement of an individual expert. Expensive. .
Error-prone. 30 I
20
 Polygraph Accuracy depends on whose 1;’ Polygraph

Human Manual F-byF Polygrapgh Silent Talker
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Potential Applications*

« Security interviews
« Smuggling at ports / airports
« Border control, illegal immigration
« “Shoplifting”, retail employee theft
* Rogue Traders, city investment banks
« Paedophiles, parole process
« Tiredness, Long distance drivers
* Drunkenness/ Intoxication, aircraft boarding
* Witness credibility

« Counter Infiltration Employee screening
« Shooting into crowds
« Counter-infiltration
* Improvised explosive devices
» Sentry / Checkpoint protection
* Many of these potential applications have been proposed by domain practitioners
during demonstrations

Computing, Mathematics
and Digital Technology



Ethical Dimensions — the GDPR

Computing, Mathematics
and Digital Technology 17



Ban on killer robots urgently needed,
say scientists

Image and Story Credits:

Technology now exists to create autonomous weapons that can select and kill

utlaw them

1. https://spectrum.ieee.org/
Robots 'could take 4m UK private sector e

3 . i 5 p 2. https://spectrum.ieee.org/the-
jobs within 10 years ps:lisp g

human-
os/biomedical/devices/selfdriving-
wheelchairs-debut-in-hospitals-
and-airports

3.
https://lwww.theguardian.com/scien
ce/2017/nov/13/ban-on-killer-
robots-urgently-needed-say-
scientists
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Profiling and Automated Decision-making

gathering information about an

individual and analysing his/her
behaviour patterns in order to
place them into a certain
category or group, and/or to
make predictions or assessments

Profiling JI_ 2 Decision

the ability to make decisions
based on certain information,
including personal
information such as profiles
without human interaction

{1 ] Leibniz
i 0j Z | Universitdt
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Automated decision-making under the %
GDPR

* General Data Protection Regulation
(GDPR) (Regulation (EU) 2016/679, 2016):

* X %

25 May 2018. General
* *
Data
* Art. 22 (1) GDPR states an automated X 25MAY 2018 K poaotion
decision is a decision based solely on * X Regulation
L . . * 4 X
automated processing, including profiling,
which produces legal effects concerning S
him or her or similarly significantly affects |
him or her.

Computing, Mathematics
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Safeguards and information obligations :
* Article 22 is “The data subject shall have the right not to be subject to a
decision based solely on automated processing, including profiling, which
produces legal effects concerning him or her or similarly significantly affects
him or her”

* the individual has the right to ask for human intervention and provide an
explanation of how the machine based decision has been reached through
disclosure of “the logic involved”

* Recital 71 states that the data controller should use appropriate
mathematical and statistical procedures for profiling and that data should be
accurate in order to minimize the risk of errors.

Computing, Mathematics
and Digital Technology 21
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The right to receive an explanation

Individuals will now have the right, “not to be subject to a
decision...which is based solely on automated processing and
which provides legal effects (on the subject).”

 How easy is this ?
* Decision trees Verses artificial neural networks
* |s the language friendly to the public ?

Dinsmore [8] argues that the requirement may force data
scientists to stop using techniques such as deep learning where
decisions are more difficult to explain and interpret

Computing, Mathematics
and Digital Technology 29
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Challenges for the technical community

* How to properly assess the legal situation regarding automated
decision-making and on how to apply proper safeguards?

* How to explain an algorithm without leaking trade secrets?

 How can algorithms based on computational intelligence be
explained?

e Can the information on how an algorithm learns be sufficient to
understand it’s functioning and decision-making?

* Can self-learning algorithms also explain their decision-making, and

could this be updated frequently for every user?

Computing, Mathematics
and Digital Technology 23



Manchester Metropolitan
University %
Cl and the principle of equality and non-

discrimination

sSchool of
Computing, Mathematics
and Digital Technology




m:g?%ter!detmpo]itan
The Risk of False Positives and :
Negatives

Computlng. Mathematics
and Digital Technology




Manchester Metropolitan
University

—
N\ ! /7
E@RDE\R
Z

H2020 Project Grant Agreement No. 700626

Grant: 4.5 M Euro

Case Study:
Start: 1 Sep 2016 (M1)
IBO rdErCtrI End: 31 Aug 2019 (M36)

13 Partners, 9 Countries

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 700626.
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— Intelligent Portable Control System
\ !/ v

- i BorderCtrl mission

To provide a unified solution in a two-stage-procedure with aim to speed up the land border crossings
and at the same time enhance security by bringing together many state of the art technologies.

-~ iBorderCtrl system e !?ferttrl e dules
’,’,'/', :: follows the principles . (-\xface Matching Tool
{77/ of the Entry/ Exit (EES) 3 , Document .
/’ and the European Travel 7 An:lg(eigs'%;"' > \_J/—O\ Automatic Deception
f; Information and Authorisation ! © | Detection System
/

and Avatar

/111 [ETIAS) Systems

Storage/
Applications

/N
i3 paves the way towards \W
the Interoperability of EU

; : Biometrics Module -
/ systems for security, border ¢ - Palm Vein ;
and migration management D @

,

@ Hidden Human
' Detection Tool
O @'~
Risked Based

External Legacy and Border Control Assessment Tool
Social interfaces Analytics Tool

Biometrics Module
- Fingerprints
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. Eﬁejrﬁtrl innovations

* |Introducing a Pre-Registration Phase: Travellers -before arriving at the
borders- register through their mobile phone, tablet or computer, submit their
travel documents and participate in an interview by a virtual border agent.
 Empowering border guards at Border Crossing: Key technologies are
provided to the border guards, both integrated to existing static installations as
well as in a portable hardware unit.

* Conducting a Risk Based Assessment: Takes advantage of the checks
outcomes and classifies travelers in terms of risk, supporting the decision-making
of the border guard.

e Introducing Analytics in the Border Control context: Analysis of data to
identify new patterns and knowledge in order to increase the accuracy at the
individual crossing level.

iBorderCtrl technologies

//
A

27

e Speeding up the border crossing for valid and bona-fide tfév?[ers while
highlighting those that must be further checked by agents. ',",’,.3

e Going beyond Biometrics: Collects data onto biomarkers stemmlng from
the virtual border agent interview, indicating the probability ofdecdm 74

/ /
e Cross-checking traveler’s information from legacy . f stems
and social media, such as VIS, SIS Il and Twitter providing the ri¢ essarg
interoperability interfaces. / i

e Enhancing the User Experience through three Applications/| InterfacEs.
Traveler User Application, Border Guard User Application for the border checks

and Border Manager User Application for the superiors responsible for resources

management.

Traveller and Border Guard Applications

Consortium e (€ Guimwe ﬁ iTTi & eosc, JAS HEE = i gz_ -

This project has received

funding from the European
Union's Horizon 2020 research and
innovation programme

under grant agreement

No 700626.

European
Commussion

@ www.iborderctrl.eu

[=]yra [m]
Scan here s
to visit

the iBorderCtrl E
website: -

D @iBorderCtrl m iBorderCtrl

28
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Automated Deception Detection System

User User
User
controlied controlled
b Biiian controlied
uton button
Travel pre-registration ADDS ADDS frame

Avatar Video
Avatar Video

Show Server

Start Interview Align face
intrusctions

Ask Question n

QR Code Question and Radio button text for

St Avatar request [Emotion
(%)

Gender, Language)

Traveller and Trip data

Video streaming per

ADDS question

| i
iBorderCur CONTROL

database

Silent Talker

MODULE

Question and Interview risk
scores and dassfications [OR
code] /1 second video FMT

— at end of interview
Radio button text

fosapeci and responses

Trip data - ’ R

[QR codel Question / interview Question / interview Risk
) Risk Scores Scores

ADDs local
database server
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Adaptive Avatars (Neutral, Sceptical, Positive)

Computing, Mathematics
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Integration: Automatic Deception Detection Prototype
- -

. 1
8 s
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Select your documents that you want to be updated adding new photo
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going’ B L L
& Risk L L ew
Document Found in my documents Upload new photo . possble. Plezse follow these tervce.

Aland islands - P1234567 (Passport) m
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@ Setupyour device sothe camerais pointing straight at you, i it s twisted, the image will
be distorted.

Topview
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Integration: Automatic Deception Detection Prototype (LA

Step 4/5

Computing, Mathematics
and Digital Technology 33



Manchester Metropolitan
University

Experiments

S1: SCENARIO TRUTHFUL

All participants will use their true identities as
recorded in their identification documents.

* All participants will answer questions about a real
relative or friend who is an EU / UK citizen
(equivalent of a Sponsor in border questions
asked by EU border guards).

* All participants will pack a suitcase with harmless
items typical of going on a holiday

* Participants will answer questions about identity,
sponsor and suitcase contents.

* All answers to questions can be answered
truthfully.

Computing, Mathematics
and Digital Technology

DECEPTIVE SCENARIOS

T Y

THE REST? CHECK-IN
- Acid Spray

Fake identities e 8 S - e
@‘ not allowed \®E@ ot
S2: Simulated biohazard infectious disease in test

tube with informational video about
weaponization

S3: Simulated biohazard infectious disease in test
tube without informational video

S4: Simulated Drug package (soap powder in clear
packet)

S5: Simulated Forbidden agriculture/ food
product i.e. seeds.

34
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Experimental Set Up (Task + Interview)

Wizard
Wireless connection
including live video Avatar operated
transfer € by Wizard
(questions,
\ 3 expressions)
| -
i
Observation ‘ \
gallery s\
......... i\
. fog- [ \ Participant in main
/ S \\ Iab (furnished as
\ living room) does the
\ interview on a
\ windows laptop
\ device.
\
Two-way
............. 4 mirror allows
wizard to see
participant

Computing, Mathematics
and Digital Technology
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Deception Risk Score

IF Question_risk (Dy) <= x THEN

* . The deception risk score, Dq, of each Image vector class = truthful :
question was defined . . ELSE IF Question_risk (D) >= y
Dy = === THEN
* Where ds is the deception score of slot s Image vector class = deceptive
and n is the total number of slots for the ELSE

current question. _ N
Indicates not classified

. ENDIF
Where x = -0.05 and y = +0.05

e (Classification thresholds

Computing, Mathematics
and Digital Technology
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Phase 1: Experimental Dataset

No. of Question per Interview

13

Total Participants

32 (17 Deceptive, 15 Truthful)

dataset

Total number of video files 448

Deceptive participants Male (10) , Female (7), Asian/Arabic (4), EU
White (13)

Truthful Participants Male (12), Female (3) , Asian/Arabic (6), EU
White (9)

No of non-verbal channels analyzed 38

Total number of truthful vectors in dataset 43051

Total number of deceptive vectors in the | 43535

Computing, Mathematics
and Digital Technology
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Results using 10 Fold Cross Validation

No. of
Hidden Layer Neurons

11

12
13
14
15
16
17
18
19
20

Computing, Mathematics
and Digital Technology

94.13
94.45
94.92
94.85
96.19
96.16
96.56
96.81
97.23
97.28

Training

95.04

95.63
95.77
96.26
96.19
96.40
96.98
97.17
97.11
97.50

Accuracy (%)
Validation
T D
93.68 94.41
93.75 94.74
94.41 95.14
94.29 95.67
95.40 95.50
95.58 95.80
95.90 96.32
96.14 96.52
96.48 96.48
96.53 96.81

94.30

93.62
94.31
94.23
95.50
95.45
95.75
95.91
96.67
96.55

Test

93.69

94.96
95.15
95.46
95.41
95.91
96.22
96.28
96.45
96.78
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Classification Outcomes using Unseen Participants

Computing, Mathematics

Participant Accuracy (%)
Test
No Truthful Deceptive
Truthful | Deceptive
Gender | Ethnicity | Gender | Ethnicity
1 M EU M A/A 100 57
2 M A/A F EU 50 36
3 M A/A F EU 50 100
4 M EU F EU 90 100
5 M A/A M EU 100 10
6 M EU M EU 72 100
7 M A/A F EU 100 100
8 F EU F A/A 38 100
9 M EU M EU 80 60
Overall Accuracy (%) 75.55 73.66

and Digital Technology

O'Shea, J. Crockett, K. Khan, Kindynis, P. Antoniades, A. Intelligent Deception Detection
through Machine Based Interviewing, IEEE WCCI 2018, July 2018, in press 39
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Are Profiling Decisions Explainable ?

* Hypothesis to be tested
* HO: A decision made by an automated deception profiling
system can be explained using decision tree models
* H1: A decision made by an automated deception profiling
system cannot be explained using decision tree models

 Methodology used 10 Fold cross validation

Computing, Mathematics
and Digital Technology 40
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Results

 ADDS-ANN -96.8%
 ADDS-DT -96.8%

— D

IF lhleft < -0.407407 AND lIright <=
0.777778 AND fmuor <=0.072831 AND
rhright <= 0.310345 AND rhclosed <=-
0.93333 AND fhs <= -0.888889 AND fmour
<=0.028317 and Iright <=-1 and rleft <=-1
and fbla <=-0.997762 and fblu <=-0.963101
and fmc > -0.942354 THEN CLASS

Computing, Mathematics
and Digital Technology
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Ethical Dilemmas
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Case Study:

Adaptive Psychological Profiling:
Comprehension
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FATHOM

 What would be the impact if it could be possible to detect
low comprehension of an individual undergoing the
informed consent process ?

* Fathom - computerized, non-invasive psychological
profiling system which detects human comprehension
through the monitoring of multiple channels of facial
nonverbal behaviour using Artificial Intelligence

Computing, Mathematics
and Digital Technology 44
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Research Context

* HIV/AIDS
* Preventable

 UNAIDS Report on Global AIDS epidemic
e Sub-Saharan Africa
e 22.5 million with HIV
* HIV more prevalent in women

* Clinical trials
* Informed consent
 Comprehension vital element

Computing, Mathematics
and Digital Technology
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FATHOM - Set Up

Camera

Interviewee Display

Computer

Computing, Mathematics
and Digital Technology

Interviewer
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Field Study Background

* |International Ethics

* 80 participants
* Female
e 18-35 years old

* Videoed interview
* Learning task topics
* Questions about topics

)
0".’J;'|!k’.'.i-LA‘o-’:.v'.~;'=:'-- Gants Barba's CA
|

Computing, Mathematics
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Interview Design

TASK A

* Easy topic
 Condom usage
* High
comprehension

* Easy topic questions
* 10 x closed-ended
* 10 x open-ended

T,

Computing. Maﬂ;@@n@cs
and Digita: Technology

TASK B

* Difficult topic
e HIV recombination
* Low comprehension

 Difficult topic questions
* 10 x closed-ended
* 10 x open-ended
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Can FATHOM'’s Comprehension Classifier reliably
distinguish between the easy and hard learning
tasks?

Both 89.56% 88.19% 88.40%

Comprehension 89.82% 88.32% 88.60%

Noncomprehension 89.29% 88.06% 88.20%
Data sets from learning tasks Data Set Size: 241,954

Task A = easy = comprehension = +1
Task B = difficult = non-
comprehension = -1

vectors
45% comprehension
55% non-comprehension

Computing, Mathematics
and Digital Technology
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Can FATHOM'’s Comprehension Classifier reliably
distinguish between human comprehension and
non-comprehension within the easy and hard

learning tasks?

Both 89.35%
Comprehension 89.50%
Noncomprehension 89.20%

Data Set Size: 71,787 vectors
63.5% comprehension
36.5% non-comprehension

Computing, Mathematics
and Digital Technology

84.95% 85.52%
86.19% 86.66%
83.70% 84.37%

Open-ended questions mapped to learning task sentences
IF answer = correct THEN comprehension = +1
IF answer = wrong THEN noncomprehension = -1
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What is the Impact of FATHOM ?

* For Informed Consent.........

* Detection of low comprehension of the informed
consent process at an early stage implies it
would be possible to adapt the briefing stage to
correct this and comply effectively with legal and
ethical implications.

* For Education.........
* A online learning system that can adapt and
provide personalized learning based on
comprehension levels.

Computing, Mathematics
and Digital Technology
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Adaptive Psychological Profiling:

Comprehension in Intelligent Tutoring

14

. Pl (R
* COMPASS: a novel real-time o ALl
comprehension assessment and :
scoring system, developed for

use in e-learning platforms.

o 74 148 22 296 37

Fig. 3. COMPASS time-series for a correct answer period

1~ -

mprehension

* Hendrix 2: Conversational
Intelligent tutoring system with i \J\ /N
COMPASS (2017) 1 /H/“ — \_/H'/ | M

Seconds
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Hendrix Conversational intelligent Tutoring System

EXAMI
Conversational Intelligent Tutoring System An example of
; {;e“,&“.x, Beta 2.0.1 created by Mike Holmes for MMU Programming & Algorithms

@  Hendrix
I have put up an example for you. Let me know when you are ready to start
the exercises.

OF PROGRAMMING =

Mike
yeah ok

Hendrix
First we'll take a look at Programming.

While there are many programming languages, this tutorial will focus on learning the
Java programming language.

Credit Ted Ed "What's an algorithm?" by David J Malan

I've put up some information for you to refer to. Have a read, and get back to me when To watch this video you must accept the ActiveX security alert. You should do
you have finished. now.

Would you like to see an example of Programming before we go further?

Mike
yeah ok

Hendrix

I've created a tutorial plan. We will work through each topic one by one, starting with
ing and ing Logic, ing the skills needed to

progress on to the next topic.

1. Chapter on Programming
2. Chapter on Boolean Logic

Are you ready to start?

torial Prog r
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Challenges: Developing Physiological
Profiling systems

* The IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems
* Task Force on Ethical and Social Implications of Computational Intelligence

* “Human-in-the-loop” philosophy

* Article 22 of the GDPR concerns the rights of an individual when interacting with systems
that may automatically make a decision or profile them in any way that they have not
given consent to.

* Bias - Systems approach — suitable training for humans using Cl components

* Experimental design to respect rights of participants
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Profiling systems

 |EEE Ethically aligned design document V2.

* Close collaboration of both the legal and technical
community.

* Ethics takes time.

* Adopt a privacy by design approach at the start of
the research project and build in privacy and data
protection to the research proposal or any
knowledge transfer partnerships with industry.
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