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Intelligence Analysis: Background
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» Intelligence analysis aims
to recognize a threat from
collected intelligence and
evidence

» A successful analysis can
help minimizing damages

» It may even prevent
revolting consequences
9-11 terrorist attack
7-7 London bombing
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» Intelligence experts have agreed
that

Failure in detecting a threat is not
due to lack of intelligence data

But, due to difficulties in relating
and interpreting the available
data

Overwhelming amount of
intelligence for human
examination

Time pressure and subjective
interpretation

» Computational intelligence
techniques can help
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Intelligence

gl usibga Relevant
gq:ré}a N& Events
scenarios, 1.e.
explanations to
intelligence, with
different

possibilities
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Intelligence Analysis: Plausible Scenarios

O

explosive_materials
(Hair_dyes, Coke) = true

prepare_liquid_bomb
(Binladen) = true

possess
(Binladen, Coke, Hair_ dyes) = true

seen_with
(Binladen, Coke, Hair_ dyes) = true

Evidence Consequence




Plausible Scenario-Based DSS

O

Intelligence Collection

Intelligence

Data

Scenario
Generation

Generic Scenario
Fragments

Decision Support System

Intelligence Data
Analyst




Current Approaches

Synthesising :
Inference Intelligence Z Intelligence Data
Data Analyst
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Focused Approaches

Synthesising

Method

Intelligence <€ Intelligence Data
Data
: Analyst

Fuzzy Interpolative
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Modelling

_______
- ~
- ~~
- S
-
S

Scenario
Generation

192
e
]
=)
]
]
0
=)
>

\\

-

NNNNNN
~. -
________

Generic Scenario
Fragments

.,

~~ -

~

1

=3 Scenario Analysis

Fuzzy Risk
Assessment &
Aggregation

I
Knowledge Acquisition

[ Fuzzy Learning & ]

Feature Selection




Fuzzy Learning: Model Fragments

O




Fuzzy Learning: Model Fragments

O

Moderate



Generate precise models by
any standard precise method

Translate precise to linguistic
models using multi-objective
optimisation (e.g. GAs, ACO)

Overcome fixed grid ‘grain’
problem using linguistic
hedges (aka. fuzzy quantifiers)

Applicable to both models and
model fragments

Precise

A 4

Precise to
Linguistic
Conversion

Fragment > Precise Fuzzy
Induction Model
A
TlYIodel ¢
uning
Linguistic
Data 3 Fragment 3

Induction

Fuzzy Linguistic
Model
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Feature Selection

O

F

Feature Learning
selection Model




Feature Selection: Framework

O

Stopping
Criterion




Extend rough-set approach via fuzzy sets

Fuzzy lower approximation:
Hrox (X) =100 1 (£ (X, ), 1 (Y))

Fuzzy positive region:

Hpos, () (X) = SUP Lpy (X)
XU /Q

Evaluation function:
oo, ()| _ ZrHross@

U U

Ve(Q) =
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Fuzzy-Rough Feature Selection: Algorithm

O

» Subset generation FRQuickReduct(C,D)
C, the set of all conditional features;

D, the set of decision features.

o Greedy hill-climbing

» ‘Goodness’ evaluation

(1] B o
o Fuzzy-rough dependency metric (2) do
. . . (3) T<R
» Stopping criterion ) Vi =7
© When no improvement in (5) DXE (C (_DI;2)> ) (D)
subset qualit (6) if Vrorg |
e 7) T~ RO{Y
(8) Voes = V7 (D)
(9) RT

(10) until Vpes — ¥ prev
(11) return R
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Interpolative Reasoning
Frequency
A » To achieve approximate
inference with a ‘sparse’ or
‘incomplete’ knowledge base
Rule;: frequency is None - attack is Unlikely
Rule frequency is Often - attack is Likely
None w  ofiel Observation: frequency is Few
Target surveillance . .
p Question: Will there be an attack?
N
 Also useful to simplify knowledge
UnIiker\ / Likely bases by approximating
s > fragments with their neighbours
Pr (Target attack)




Fuzzy Interpolation:
Similarity-B




Fuzzy Interpolation: Intermediate Rule
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Fuzzy Interpolation: Scale Transformation
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Fuzzy Interpolation: Move Transformation
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Risk Asse

O

X I{hﬂ:' HOMELAND SECURITY

poyibORT ST e

SEVERE

[ __23 -U‘ ' 1 -
:L: jrl\ I:D
SIGNIFICANT RISK OF
TERRORIST ATTACKS

GUARDED

LOW

ssment

» Risk assessment is employed to
‘differentiate’ and ‘prioritize’
identified scenarios

» Counter measures, including
further evidence gathering, can
be efficiently deployed

» Estimating the risk of a plausible
event requires dealing with
‘randomness and fuzziness’
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Risk Assessment: Loss

O

» Plausible occurrence of an event is

considered ‘random’

» Losses by such an event are judged
linguistically and expressed as

values of ‘fuzzy random variables’

» Loss
o Damages to property or business

o Number of casualties (actual human
cost cannot be measured)




Risk Assessment: Fuzzy Loss

O

» Loss caused by an event is

Order-of-Magnitude of Loss represented as a function
]

E:Q - [T

n,, P{ & = Success}
5 £(@) ={

n,,P{w=Failure}

Bombing event

o Q={Success, Failure}is a

| _ | sample space of plausible events
Geometric coverage of event

O ng ne0 /] which is a set of
nonnegative fuzzy variables




Risk Assessment: Fuzzy Risk
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Current Approaches

Synthesising :
Inference Intelligence Z Intelligence Data
Data Analyst
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Illustration: Intelligence Data

O

Collected intelligence — preparation of ‘liquid bomb’

Hydrogen- Observed | Observed Suspect Liquid
peroxide Vol. Time Location Gender Bomb

100 ml 12:45 airport Male

113 ml 08:50 airport Male YES
10 ml 13:01 airport Male NO
140 ml 20:38 airport Female YES

20 ml 09:23 airport Female NO




Illustration: Feature Selection

O

Remove ‘irrelevant’ data and noise

Hydrogen- Observed | Observed Suspect Liquid
peroxide Vol. | Time Location Gender Bomb
19845 izort ale YES

100 ml

113 ml YES
10 ml NO

140 ml YES
20 ml NO




Illustration: Rule Learning

100 ml
113 ml
10 ml

140 ml

20 ml

Hydrogen- Liquid
peroxide Vol. | Bomb

YES
YES
NO
YES
NO

A Lot

5 Volume

100

0.25

0.75

5 Liquid bomb
threat




Illustration: Interpolative Reasoning

:Ll N
A Lot
Rule,: Volume = Few - Threat = NO |
Rule,: Volume = A Lot - Threat = YES
Observation: Volume = A
. . ; 5 Volume

Question: What may be Threat level? 0O 0 100
Approximation: Threat = B ‘

:Ll N

. , 5 Liquid bomb
0 0.25 0.75 threat




Illustration: Scenario Synthesis

O

amount_ of explosive_materials .
(Substance X) = ‘alot’ (Substance X, Hydrogen-peroxide) = true Notation
Evidence
Assumption

prepare_liquid_bomb Consequence

(Person P) = true
possess
(Person P, Substance X) = true

t

seen_with
(Person P, Substance X) = true

5N 5N 5N

Model Fragments & Compositional Modelling Algorithms




IHlustration: Risk Assessment
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Computational intelligence in general, and fuzzy systems in
particular helpful to capture, learn & reason with (intelligence data
under) uncertainty

Evidence-driven plausible scenario synthesis helpful for decision
support (in intelligence monitoring)

Fuzzy techniques successful (within a common decision support
framework) for:

Truth maintenance
Co-reference resolution
Information aggregation
Evidence evaluation
Risk assessment

= Fragment induction
Feature selection
Interpolative reasoning
Model composition
Constraint satisfaction

However, important research remains ...

% ABFRYSTWYTH
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Learning hierarchical model fragments

Hierarchical & ensemble feature selection

Unification of scenario generation algorithms

Dynamic coreference resolution & information fusion
Evidence-driven risk-guided scenario generation
Reconstruction of reasoning process

Discovery of rare cases

Meta-feature learning and selection for scenario synthesis

Further applications
Investigator training
Policy formulating
Multi-modal profiling
Adaptation to other domains (e.g. academic, financial)
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Further Information and Contact?

 Just type in “qiang shen”

/= Qiang Shen - Google Search - Windows Intemnet Explorer

in Google (UK or USA)

-.l http://www.google.com/search?hi=en8ig=Qiang+Shenfiag=fBlog=&lagi=

Go.gk’ Qiang Shen IZI -" Search | @’3 ' \9 Ifii' v * Bookmarks ~ ?}’Check - é| Translate ~ EAu‘toFill b ‘{; @ Qiang @Shen t‘\:\" * & Signln ~
£7 Windows Live  Qiang Shen Q- What's New  Profile  Mail Photos Calendar MSN  Share | ([, ﬁ % | [ Signin
pc” - - B3 Search ™ FBF

T *J Qiang Shen - Google Search i fyor B v o= ow b Page v (0 Tools v 2
Web Images Videos Maps Mews Shopping Gmail more v Signin *

GOUSle Qiang Shen @ Acyarsas Seace

Web [ Show options...

Qiang Shen's Personal Page

The information provided on this and other pages by me, Qiang Shen (ggs@szber.ac.uk). is
under my own personal responswbmty and not that of Aberystwyth ...

users.aber.ac.uk/qgs/ - (

- Similar

Qiang Shen's Personal Page
Welcome to Qiang Shen’s Personal F'age For II"If'U please see my homepage at Aber.
homepages.inf.ed ac uk/qiangs/ -

DBLP: Qiang Shen
Meil MacParthalain, Qiang Shen: Exploring the boundary region of tolerance rough sets for
feature selection. Pattern Recognition 42(5): 655-667 (2009} ...

www.informatik.uni-trier de/~ley/db/ . /a._./Shen:Qiang.html -

Qiang Shen
Qiang Shen. Position: Honorary Fellow; Research Interests: Flexible and dynamic knowledge
modelling, qualitative model-based reasoning, ...

www.inf.ed.ac uk/people/staffiQiang_Shen. html - Cached - Similar

UWA Computer Science Staff Member - ggs
5 Aug 2007 ... Qiang Shen. Professor. Personal Home Page. e-mail: qgs@aber.ac.uk,
Address: Department of Computer Science Penglais Aberystwyth
www_aber zc_uk/~dcswww/Admin/staffHTML/qgs html - (

DRI D- Nianea Shan

&) Microsoft PowerPai... | Qiang Shen - Googl..,

Results 1- 10 of about 394,000 for Qiang Shen. (0.43 seconds)
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